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NHCcTpyKUMS OTBETCTBEHHOIO MO padore
C MEPCOHAJIBbHBIMH TAHHBIMU

MKIOY nerckmii cag Ne 22



|. OBIME TTOJIOXXEHUA

1.1. Hacrtosimas nomxHoctHas uHCTpykuuss MKJIOVY nerckuit cag Ne 22 (nanee
J1OY) pa3zpaboTtana B cooTBeTcTBUH ¢ DenepanbHbIM 3akoHOM OT 27.07.2006 N 152 -
@3 «O nepcoHanbHBIX AaHHBIX», TpynoBoro kojekca Poccuiickoit @enepanuu u
[Tonoxenuem «O 3amuTe NEPCOHATBHBIX IAHHBIX pAOOTHUKOB

1.2. Ilenp pa3paboOTKu MHCTPYKIHMH - OOECTICYEHHE 3allUThl MpaB PabOTHUKOB,
BOCIIMTAaHHUKOB U POJUTENEH (3aKOHHBIX MPEACTABUTENEH) BOCIUTAHHUKOB JOY
npu 00paboTKe UX MEPCOHATBHBIX JAHHBIX, a TAK)KE YCTAHOBJICHUE OTBETCTBEHHOCTHU
JOJDKHOCTHBIX JIMI], UMEIOIIUX JIOCTYNl K TMEPCOHAIBHBIM JIaHHBIM TpaXIaH, 3a
HEBBITIOJIHEHHE TpPEeOOBAaHUM HOPM, pEryJupyroumx oOpaboTKy U  3aluTy
NIEPCOHATBHBIX JTAaHHBIX.

1.3.0TBeTCTBEHHBIN 32 OpPraHU3aIUI0 0OPAOOTKU MEPCOHATBHBIX TAHHBIX SBISETCS
mraTHeIM coTpyAHUKOM JIOY 1 Ha3HauaeTcst MpUKa3oM 3aBEIYIOLLIETO.

1.4. Pemienne BONPOCOB OpPraHM3alMM 3alllMThl MEPCOHAIbHBIX AaHHbIX B JIOY
BXOJUT B MpsIMblE CIy)KeOHble OOSI3aHHOCTH OTBETCTBEHHOT'O 3a OPraHU3alUIO
00pabOTKH MEePCOHATLHBIX JTaHHBIX.

1.5. Tlopsok BBOJA B JIeiCTBUE U U3MEHEHUs1 IHCTpyKIIHH.

1.6. HacTosimas MHCTpyKIMs BCTynaeT B CMIIy C MOMEHTA €€ YTBEPIKICHHUS
3asenytomiero JJOY.

II. TEPMHMHBI 1 OITPEAEJIEHUA

2.1. ABtomaruzupoBaHHoe pabodee mecto (APM) - mepcoHabHBIN KOMITBIOTED H
NOJAKIIOYEHHbIE K  HeMy  nepudepuilHble  yCTpoilcTBAa -  TIPHUHTED,
MHOTO(YHKIIMOHAIbHBIE YCTPOUCTBA, CKAaHEPHI U T.1.

2.2. bnokupoBaHue MEePCOHAIBHBIX TAHHBIX - BPEMEHHOE MpeKparieHrue o0padoTKu
NIEPCOHATBHBIX JIAHHBIX (32 MCKIIOYEHHEM CIIydaeB, eciii oOpaboTka HeoOXoauma
JUIsl YTOUHEHHSI IEPCOHANBHBIX JaHHBIX) (cT. 3 @3 P® ot 27.07.2006 r. N 152-03
«O mepCoHaNbHBIX TAHHBIXY ).

2.3. Hoctyn k wuHboOpMalUUd - BO3MOXKHOCTh TNOJy4eHHS HWHGPOpMALUU H e
ucrnois3oBadusa (cT. 2 @3 PO or 27.07.2006 r. N 149-®3 «O06 wmnHbpOpM™MaIuH,
MH(GOPMAIIMOHHBIX TEXHOJIOTHUAX U 3aIUTE UH(DOPMALTUN ).

2.4.3anmra wHPOpPMAIMM — JIEATENBHOCTh 110 MPEAOTBPAIICHUIO YTCUKH
uHbOpMAIK, HECAaHKIIMOHUPOBAHHBIX W HEMPETHAMEPEHHBIX BO3JCHCTBHA Ha
uHPOPMAIIMIO, TO €CTh MPOIIECC, HAPABJICHHBIN Ha TOCTIKEHNE MHPOPMAIIMOHHO K
0€30IaCHOCTH.

2.5. Nndopmarust - cBeneHus (COOOINCHUs, JaHHBIC) HE3aBUCUMO OT (POPMBI UX
npenctabienus (ct. 2 @3 PO ot 27.07.2006 r. N 149-d3 «O6 wmnbopmaruwy,
MHGOPMAIIMOHHBIX TEXHOJOTUAX U 3aIUTE HHHDOPMALTUN ).

2.6. ndopmanmonnas cuctema nepcoHanbHbx qaHHbiX (MCIIIH) - coBOKymHOCTD
coaepKamuxcsa B 0a3zax JaHHBIX MEPCOHAIBHBIX JAHHBIX M 00ECTICYMBAIONIUX UX
00paboTKy HH(POPMAITMOHHBIX TEXHOJIOTUH U TeXHUYECKUX cpencTB (cT. 3 O3 PD ot
27.07.2006 t. N 152-®3 «O nepcoHaNbHBIX JaHHBIX) ).

2.7. HecankmonupoBanubiit goctyn (HCJ) - noctyn k undopmaiuu, xpassiueics
Ha pa3JIMYHBIX TUMAX HOcuTenel (OyMaKHbIX, MAarHUTHBIX, ONTUYECKUX U T. 1.) B
KOMIIBIOTEPHBIX 0a3ax JaHHbIX, (aAIOBBIX XpaHWIMIIAX, ApPXUBaX, CEKPETHBIX
4acTAX W T. J. Pa3IMYHBIX OpraHu3aluid MOyTeM HW3MEeHEeHUs (TOBBIIICHUS,
dabcuduKan) CBOUX Mpas JOCTYIIA.



2.8.Hocurenp wuHbopMamuu - 5r000M MarepualibHBIH OOBEKT WM Cpela,
UCIIOJIb3YEMBI 711 XpaHEHUs WM Tepeaadyn HHPOpMaIum.

2.9.06paboTka TEpCOHATBHBIX JaHHBIX - J00Oe JeicTBhe (omeparus) WiIn
COBOKYITHOCTh JACHCTBUI (Omepaluii), COBEPIIAEMbIX C MCIOJIb30BAHUEM CPEICTB
aBTOMaTU3aluy WM O0€3 HCMOJb30BaHUS TaKUX CPEICTB C MEPCOHATbHBIMU
JAHHBIMH, BKIO4as cOOp, 3aluch, CUCTEMATU3alUIO, HAKOIUIEHUE, XpaHEHHe,
yrouHeHue (OOHOBJICHHE, HW3MEHEHHUE), W3BJICUCHHE, HCIIOJbh30BaHUE, Nepeaavy
(pacnpocTpaHeHue, MNPENOCTaBICHHUE, IOCTYI), O00e3TMYuBaHUE, OJOKHUPOBAHHE,
yIaJE€HNE, YHUUTOXEHUE MEPCOHAIBHBIX NaHHBIX (c¢T. 3 @3 PD ot 27.07.2006 r.
bI152-®3 «O nepcoHATBHBIX TAHHBIX) ).

2.10. IlepconanbHble AaHHBIC - JF00as MH(POpPMAIUA, OTHOCSINAACSA K IMPSIMO WA
KOCBEHHO OIMpPEICICHHOMY WM oOImpenenieMoMy (Qu3ndeckoMy JMIy (CyOBeKTy
nepCcOoHATBHBIX JaHHBIX) (¢T. 3 @3 PD ot 27.07.2006 . N 152-03 «O nepcoHaIbHBIX
TAHHBIX ).

2.11. CpeactBo 3ammrtel uHbDopmammu (C3U) - TexHWYECKOE, NPOTPAMMHOE
CPEACTBO, BEIIECTBO W (MJIM) MaTepuall, MpeaHa3HauYeHHBIC WM HCTIOJIb3yeMbIe JIJIs
3amuThl UHpOpMAITHH.

2.12. VYrpossl Oe3omacHocTH mepcoHanbHbIX AaHHbIX (YBIIJIH) - cOBOKYMHOCTB
yclioBUi U (pakTOpOB, CO3JAOIIMX ONTACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE
CIy4ailHOro, JI0CTyna K MEPCOHAJIbHBIM JaHHBIM, PE3YJIHTaTOM KOTOPOTO MOKET
CTaTb YHMUYTOXEHHE, U3MEHEHUE, OJOKMPOBAHUE, KOMMPOBAHUE, NPENOCTABICHUE,
pacnpocTpaHEeHHUE MePCOHATbHBIX JAHHBIX, & TAK)KE MHbIEC HEITPAaBOMEPHBIE IEHCTBUS
npu ux o0paboTke B UHPOPMAIIMOHHOM CUCTEME TIEPCOHANBHBIX JaHHBIX (CcT. 19 @3
P® ot 27.07.2006 r. N 152-03 «O nepcoHaIbHBIX TaHHBIX)).

2.13. YHUUTOXKEHHE MEePCOHAIBHBIX JAHHBIX - JEUCTBUSA, B PE3YJIbTare KOTOPHIX
CTAHOBUTCSI HEBO3MOKHBIM BOCCTAaHOBHUTH COJIEPIKAHUE NEPCOHAIBHBIX JTaHHBIX B
UHGOPMAIIMOHHONW CUCTEME MEPCOHATBHBIX TaHHBIX U (WIK) B PE3yJbTaTe KOTOPHIX
YHUUYTOXAIOTCSI MaTepUalIbHbIE HOCUTENM NMEPCOHAIBHBIX NaHHbIX (CT. 3 @3 PO ot
27.07.2006 t. N 152-03 «O mepcoHaIbHBIX JAaHHBIX) ).

1. OBA3AHHOCTHU OTBETCTBEHHOI'O 3A OPT"AHU3ALIMIO

OBPABOTKU ITEPCOHAJIBHBIX TAHHBIX
OTBETCTBEHHBIN 32 OpraHu3aluio 00pabOTKH MEPCOHATBHBIX TaHHBIX 00sI3aH:
3.1. 3HaTh epeveHb U yCIOBHS 00pabOTKH MEPCOHANBHBIX JaHHBIX B JJOY.
3.2.3HaTh W MPENOCTAaBIATh HA YTBEPKIACHUE 3ABEAYIOIIEMY M3MEHEHHS K CIUCKY
ML, AOCTYI KOTOPBIX K MEPCOHAIBHBIM JJaHHBIM HEOOXOIUM J1JIsl BHITIOJHEHUS UMU
CBOMX CJTY’KEOHBIX (TPYIOBBIX) 00513aHHOCTEH.

3.3. VYuacTtBOoBaTh B OMNpEAENCHUM MOJHOMOouMi mnoab3oBartene WCIIIH
(opopmiieHnH pa3pemmMTenbHON CUCTEMBI JOCTYIA), MUHUMATbHO HEOOXOAUMBIX UM
JUISL BBITIOJIHEHUS! CITyKEOHBIX (TPYIOBBIX) 00s3aHHOCTEH.

3.4.0CylIecTBAATh YUET JOKYMEHTOB, COJEPIKAIIMX IMEPCOHAIBHBIE JaHHbBIC, HX
YHUUYTOXKEHHE, TMO0 KOHTPOJIb MPOILEYPhl UX YHUUTOKEHHUSI.

3.5. biokupoBark TOCTYIT K IEPCOHANBHBIM JAaHHBIM ITPH 0OHAPYKEHUH HAP YIIICHUN
nopsifika ux o0padoTKu.

3.6. PearupoBaTh Ha MOMBITKH HECAHKIMOHHUPOBAHHOTO TOCTYMa K MHPOpMAIK B
YCTaHOBJICHHOM CT.4 HacTosied NHCTpyKIuy nmopsijike.

3.7. KonTpoimpoBaTh OCYIIECTBICHHE MEPONPUITHA MO YCTAaHOBKE M HACTPOMKE
CPEACTB 3alIMThl HHPOPMALIHH.



3.8. KouTpomupoBaTh OmNEpaTHBHOE BHECEHHE W3MEHEHHH B KOH(UTYpaIUIO
texuuueckux cpeacts MCII/H, TpeboBaTh OTpaxeHUs: COOTBETCTBYIOLIMX U3MEHEHUH B
«TexHuueckom nacrnopre HHOOPMALMOHHON CUCTEMBI TEPCOHATBHBIX JAaHHBIXY .

3.9. Ilo yka3zaHWiO PYKOBOJCTBa CBOEBPEMEHHO M TOYHO OTpakaTh M3MEHCHHS B
JOKaJbHBIX HOPMATUBHO-TIPABOBBIX aKTaX IO YIMPABICHUIO CPEICTBAMU 3aIlUTHI
unpopmarmu B UCITAH u npaBuiam o0paOOTKH MEPCOHATBHBIX TaHHBIX.

3.10. [IpoBoauTh 3aHATHS M WHCTPYKTAKU C COTPYIHUKAMH M PYKOBOIUTEISIMU
CTPYKTYPHBIX TOAPA3JIeICHUN B (PIIMAIOB O MOPsAKEe padOThl ¢ MEPCOHATLHBIMA
JaHHBIMA W W3Y4YEHUE PYKOBOJISIIUX JIOKYMEHTOB B 00JlacTH oOOecrneueHus
0€30MacHOCTH MEPCOHATBHBIX TAHHBIX.

3.11. TlpoBoauTh pa3duparenbCTBA W COCTABJICHHWE 3aKIIOYECHUN 1O (akTam
HECOOIIOJICHNST YCIIOBHI XPaHSHHSI HOCHUTEJICH TIEpCOHABHBIX JTaHHBIX, HapYIIICHUS
npaBwI pabOTHI C JOKYMEHTaMH, COJCPIKAIUMH MEPCOHAIbHBIC JTaHHBIC, WU TI0
JIPYTUM  HapyIICHUSIM, KOTOpPbIE MOTYT TIPUBECTH K CHIDKECHHIO YPOBHS
3aIUIICHHOCTH TIEPCOHAIBHBIX JIAHHBIX.

3.12. KonrtponupoBarh COOJIOACHHE COTPYAHUKAMHU JIOKAIbHBIX JOKYMEHTOB,
pErIaMEeHTUPYIOUIMX THOPSAOK  padOThl €  MNPOTrPpaMMHBIMHU, TEXHUYECKUMU
cpenctBamu UCII/IH 1 nepcoHAIbHBIMU JTAHHBIMU.

BHOcuTh CBOM NpENIIOKEHNUS IO COBEPLICHCTBOBAHUIO MEP 3aIUTHI IIEPCOHAIBHBIX
nanHbix B UCII/IH, pa3paboTke U NPUHATUHA MEpP IO MPEIOTBPALICHUIO BO3MOXKHBIX
OINIACHBIX IIOCJICACTBUM HAPYILICHWM, NPUBOMSIINMX K CHIDKEHUIO YPOBHA
3aIIMIICHHOCTH NEPCOHAIBHBIX TaHHBIX.

3.13.0pranm3oBarh yder oOpameHuii CyObEKTOB TIEPCOHAIBHBIX JaHHBIX,
KOHTpOJIMpOoBaTh  3amnojiHeHue « KypHama ydera oOpaieHuil  CyOBEKTOB
nepcoHanbHbIX AaHHbIX» ([Ipunoxenue 1).

3.14.1IpencraBnsate untepecsl JJOY mpu nmpoBepkax HAaA30pHBIX OPTaHOB B cdepe
00paboTKU MEePCOHALHBIX JAHHBIX.

3.15.3Harp 3akoHOnaTeNnbCTBO P® O MNEpPCOHANBHBIX AAHHBIX, CJIEAUTH 3a €ro
U3MEHECHUSAMM.
3.16.BpINOJIHATE UHBIE MEPOTIPUATHS, TPEOYEMbIE HOPMATUBHBIMU JOKYMEHTAMH T10
3aIUTE MEPCOHANTbHBIX TAHHBIX.
|V. JEUCTBUSA ITPU OBHAPYXEHHU TIOITHITOK
HECAKIIMOHNPOBAHHOI'O IOCTVIIA
4.1. K nomnbITKaM HECAaHKIIMOHUPOBAHHOTO JOCTYIA OTHOCSTCS:

4,2. Ceancel pabOTBI ¢ TMEPCOHAILHBIMU JIAHHBIMH HE3apErHCTPUPOBAHHBIX
T10JTb30BaTEIICH, MITH TI0JIb30BaTeIeH, HAp yIIMBIIMX YCTAaHOBJICHHYIO MIEPUOIAIHOCTD
JOCTyTa, W CPOK JCHCTBUS MOJHOMOYUNA KOTOPBIX MUCTEK, WM IPEBBIIIAIOIINX
CBOM ITOJTHOMOYHS 110 JOCTYITY K JTAaHHBIM;

4.3. JleicTBUSL TPEThEro JIMIIA, TMBITAIOMIETOCS TMOJYYUTh JOCTYN (WM YXKe
noayuuBiiero goctyn) k MCII[IH, npu HCNONb30BaHUM YYCTHOM 3alUCH
anMHUHUCTparopa win apyroro nois3zoBarens UCIIIH, merogom moadopa mapoJs,
UCIIOJIb30BaHMsI MApOJIsl, PA3TJIAICHHOTO BJaeNbIIeM YU4E€THOM 3alUCH W JIIOOBIM
JOPYTHM METOJIOM.

4.4. Tlpu BeIsIBICHUH (haKTa HECAHKIMOHMPOBAHHOTO JOCTYIA OTBETCTBCHHBIN 3a
opraHu3aIu 00paboTKK MePCOHATBHBIX JAaHHBIX 00SI3aH:
4.5. TlpexkpaTtuTh HECAHKITMOHUPOBAHHBINA JOCTYIT K TICPCOHATLHBIM JaHHBIM;

4.6. lonoxutb  3aBenytomemy JIOY  cayxebHOW — 3ammcko o (akrte
HECAHKIIMOHUPOBAHHOTO JOCTyMa, €ro pe3yibTare (yCHEIIHbIH, HEYCHEIIHbINH) U
IPESANPHHSITHIX JICHCTBHIX;



4.7. I3BeCTUTh PYKOBOUTEISI CTPYKTYPHOTO MOIpa3iefieHus WK purania, B
KOTOPOM pabOTaeT MoJjib30Bareib, OT MMEHH YUYE€THOU 3allCU KOTOPOTo Obliia
OCYILIECTBJICHA MTOIBITKAa HECAHKIIMOHUPOBAHHOTO JOCTYMA, O (haKTe
HECAHKIIMOHUPOBAHHOTO 10CTyMa; 4.8.I3BeCTUTh aAMUHUCTpaTopa 0€301MacHOCTH
HCTIIH o pakTe HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

V. IIPABA
OTBETCTBECHHBIN 3a OpTraHU3aluIo O6pa6OTKI/I MNP COHAIILHBIX TAHHBIX UMCCT IIPAaBO:

5.1. TpeboBarh OT COTPYAHUKOB BBIMOJHEHUS JOKAIBLHBIX HOPMATUBHO -IPABOBBIX
aKTOB B 4acTU pabOThI C EPCOHAILHBIMU TaHHBIMH.

5.2. bnokupoBaTh JAOCTYI K MEPCOHAIBHBIM JaHHBIM JIFOOBIX TOJIL30BaTENCH, eCn
3TO HEOOXOAMMO JIJIsl IPEIOTBPALCHNUS HAPYILIEHUS PEKUMA 3aIUThI MEPCOHATbHBIX
JTaHHBIX.

5.3. IlpoBoauts ciy:keOHBIE paccieqOBaHUs U OMNpallMBaTh MOJb30BATENCH IO
(akTaM HEcOOJIIOJeHUS YCIOBUN XpaHEHHUsS HOCUTENEH NEepCOHAIbHBIX JIAHHBIX,
HapylieHus: TpaBuWi pabOThl C TEXHUYECKUMU U MPOTPaMMHBIMU CPEICTBAMHU
NUCII/IH, B TOM 4YmCile €O CpelcTBaMHM 3alMThl MHPOPMAIUM, WU [0 JPYTUM
HapyILIEHUSIM, KOTOPbIE MOTYT MNPUBECTH K CHIKEHHIO YPOBHS 3alIUIICHHOCTH
NEPCOHAIBHBIX JTAHHBIX.

VI. OTBETCTBEHHOCTbD

6.1.OTBETCTBEHHBI 3a OpraHU3alMi0 OOpPabOTKM MEPCOHATbHBIX JAaHHBIX HECET
NEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a COOJIIOJIeHHE TpeOOBaHM HACTOSILEH
HNucTpyKinm, 3a Ka4eCTBO IMPOBOJIUMBIX UM pabOT 1Mo 00eCTICUCHUIO 0€30TTaCHOCTH
NEPCOHABHBIX JIaHHBIX U 3@ BCE JICUCTBUS, COBEPIICHHBIE OT UMEHHU €ro y4€THOU
3anucu B UCIIH, ecnu ¢ ero CTOpOHBI HE OBLIO MPEANPHUHATO HEOOXOIMMBIX
NENCTBUN IS TPENOTBPAICHUS HECAHKIMOHUPOBAHHOTO MCIOJIb30BAHUS €ro
YUETHOU 3aITUCH.

6.1. OTBeTCTBEHHBI 3a OpraHu3alri0 00pPabOTKH MEPCOHAIBHBIX JaHHBIX MPHU
HapyIIEHUU HOPM, PETYIUPYIOLIMX NOJIydeHUE, 00pabOTKy U 3allUTy epCOHATbHBIX
JAHHBIX CYObBEKTa, HECET AUCUMUIUIMHAPHYIO, aAMUHHCTPATUBHYIO, I'Pa’KJAaHCKO -
PaBOBYIO M YTOJIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBHM C 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanum.



